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School- and district-wide wireless internet access is no longer a nice-to-have — it’s a must
have.
And with staff, teachers, parents, and students needing 24/7 access, there’s never a good
time for down time. During a recent webinarhosted by edWeb.net — entitled “Smart
Network Design for Transformation and Innovation: Reaching in and Beyond the
Classroom” — two educational technology leaders reviewed the six elements of new
network design for continuous service conceived by the Consortium for School Networking.
The paper shows how schools can take steps to ensure their critical infrastructure is secure
and resilient. EdWeb.net’s speakers added their own thoughts about the importance of each
of the design’s key elements.

1. Multiple paths to the internet
With multiple services provided to multiple buildings, districts can’t afford to be down for
even five minutes, said Frankie Jackson, the chief technology officer for Independent K-12
in Houston, Texas. Moreover, now that almost all of a school’s information is digital — from
student grades to employee information to building finances — districts need to make
access a high priority. She says that from the beginning, technology plans need to provide
for multiple paths and sustainability.
Glenn Robbins, the superintendent of Tabernacle Township School District in New Jersey,
added that even in smaller schools and districts, leaders need to think about how they can
help provide reliable access outside of the school and for the community.

2. Two or more data centers and/or cloud services
If schools need multiple ways to access their data and programs, they also need multiple
ways to ensure that their data is secure. With the increased number of data hacks and
ransomware attacks, as well as potential outages, Jackson says it’s time for schools to start
treating themselves like an enterprise. She advocated for districts to look at using multiple
data centers and also consider having essential data housed in a Tier 4 data center, which
is defined as having military-grade back up and protection.
For smaller districts, Robbins said budget and resources might put a high-end data center
out of reach. By using multiple cloud services, though, these schools can still achieve peace
of mind. Whether using multiple data centers or cloud services, both presenters agreed that
the schools benefit from the tech provider being responsible for security and maintenance.

3. Reduction in single points of failure
Whether a single school or a large district, school administrators need to map their networks
and understand where they have exposure. However, for budget reasons, schools need to
focus on the most important places to reduce single points of failure and make sure school
boards understand that if they want the best technology services, they will need to pay for
them. In addition, Robbins emphasized the need to always have an up-to-date map of the
network structure and understand how any changes impact reliability and sustainability.

4. Software and services hosted in the cloud
First and foremost, by using cloud-based programs, schools don’t need to worry about
having the staff and skills to maintain the programs. Using cloud services also gives schools
versatility. They can manage the bandwidth and priority of services.

5. Near-term requirements are met with a clear vision for the future
A five to 10 year strategic plan is no longer viable — technology changes too quickly.
Robbins said that every year, schools should be gathering stakeholders to ask what the
school should look like in the future.
Jackson added that when planning for tech, she asks stakeholders what the kindergartners
will need and what to do for them.

6. Support for students’ use of devices
It’s not just the students coming in with multiple devices. Teachers and staff have them too.
Administrators should track network and program usage data and then plan around it. For
example, in many schools, the bulk of users sign off at 3 p.m., so the school network needs
less support after hours, but teachers, parents, and students are streaming their content all
night. Schools need to make sure those programs are easily available from outside the
school network.
With all of the discussion of data centers and outsourcing services, the presenter reminded
attendees that they still need to provide staff with security training. “The weakest link in any
security — whether it’s infrastructure, whether it’s a building, whether it’s your house — is
the human element,” Robbins said. “We can do a lot of training, but if you forget to train that
one person, that’s the way in for something to happen.”
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